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ABSTRACT 

 

ARTICLE INFO 

In recent years, cloud computing gaining popularity due to its charming features such 

as scalability, availability, low cost service. Individual and organizations are using cloud 

service to store large amount of data on cloud storage. By outsourcing data on cloud 

users gets relief from storage maintenance. But in this case the control of data is going 

towards cloud service provider. To gain control over the data the traditional technique 

is encrypt data at client side and outsource the data. In consumer centric cloud 

computing user wants to find most relevant product or data. Keyword search on 

encrypted data is difficult. The search techniques which are used on plain text cannot be 

used over encrypted data. There are some papers based on single keyword search, fuzzy 

keyword search and multi-keyword search on encrypted data. But these techniques are 

not supporting synonym based search. The semantic search allows search over 

encrypted data supporting synonym queries. So this paper survey multi-keyword 

ranked search over encrypted data and proposed semantic multi-keyword ranked based 

approach over the encrypted data. 
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I. INTRODUCTION 

In today’s scenario, huge amount of data is generated 

therefore everyone is using cloud for storing their data on 

cloud storage. The cloud characteristics are on-demand self-

service, location independent network access, ubiquitous 

network access and usage based pay. The applications such 

as Gmail, drop-box, Whatsapp, Facebook uses cloud 

computing environment such Amazon S3, Amazon EC2, 

eucalyptus and openstack [1]. But user lost his physical 

control on data. The control is in the service provider’s hand. 

Therefore the data is not secured as well as there are many 

attacks by internal external attackers. Cryptography 

techniques are used to secure the data. But if you encrypt 

data the problem is how to search over encrypted data. 

Search encryption methods are proposed by the researchers 

which allows user to store encrypted data on cloud and 

execute keyword search on encrypted data. Our contribution 

to this paper is summarized in two aspects: multi-keyword 

ranked search to achieve more accurate search and 

synonym-based search to support synonym quires.  

The remainder of this paper is organized as follows. 

Related work is discussed in Section II and Section III 

describes system in detail. Section IV discuss Design Goals 

and section V summary and conclusion. 

 

II RELATED WORKS 

 

To secure search on encrypted data searchable encryption 

scheme is used. Searchable encryption allows storing data in 

encrypted format and you can apply keyword search over 

encrypted data. There are different searchable encryptions 

schemes can be constructed using public key based 

cryptography. 

Song et al [2] proposed the first symmetric searchable 

encryption. These techniques are single keyword Boolean 

search which gives course search results. The results are not 

accurate. Then the research has done on multi-keyword 

search, ranked search. By using multi-keyword ranked 

search user can query with multiple keywords and retrieve 

accurate search result.  But all these search schemes does 

not allow synonym based queries. 
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Searching Techniques  

 

a) Searchable encryption  

Song el al [2] described new techniques for remote 

searching on encrypted data using an untrusted server 

and provided proofs of security for the resulting crypto 

systems.  

Advantages:-  these techniques are secure , hidden 

search, query isolation, simple and fast and the 

searching time of their scheme is linear to the size of 

the data collection.  

Disadvantages:- In this technique user gets all the files 

containing all query keywords and user have to process 

every file and also the network traffic is also increased. 

 

b) Single Keyword Searchable Encryption  
Ning Caoy et al. [3] presented a Traditional single 

keyword searchable encryption schemes usually 

build an encrypted searchable index such that its 

content is hidden to the server unless it is given 

appropriate trapdoors generated via secret key(s). 

Our early work solves secure ranked keyword 

search which utilizes keyword frequency to rank 

results instead of returning undifferentiated results. 

However, it only supports single keyword search. 

Where anyone with public key can write to the data 

stored on server but only authorized users with 

private key can search. Public key solutions are 

usually very computationally expensive however. 

 

c) Ranked Keyword Search  

Cong Wang et al [4] discuss the major 

disadvantages of above mentioned techniques and 

give the better technique of ranked keyword search. 

This technique gives user most relevant document 

in the relevance order with query rather than 

burdensome sorting through every match in the 

content collection. This technique avoids 

unnecessary traffic by sending only most relevant 

documents in order.  But they are only useful single 

keyword search  

d) Boolean Keyword Searchable Encryption  
Ning Caoy et al. [4] focused a Boolean Keyword 

Searchable Encryption given without capturing any 

relevance of the files in the search result. This 

technique has two drawbacks. First the search user 

does not have a pre-knowledge of the encrypted 

cloud data and user have to go through every 

retried file to find the one he need. 

Second the search sends back all files which are 

only depend on presence or absent of query 

keywords. This increases unnecessary network 

traffic and consumes bandwidth.          

e) Fuzzy Keyword search 
B. Wang [5] in this paper enhances the system 

usability by returning exact matching results. If the 

exact match fails, it returns the closest match as the 

result. Edit distance is used to quantify the 

keyword similarity  

 

Main modules in Fuzzy keyword search are  

1. Wildcard-based technique  

A wildcard is used to edit the operations at the 

same position. The edit distance can be calculated 

using substitution, deletion and insertion. 

2. Gram-based technique  

Here the fuzzy set is constructed based on grams. 

The gram of a string is a substring and can be used 

for effective approximate search. The order of the 

characters after the primitive operation is always 

kept the same before the operations. 

 

f) Multi-keyword ranked Search 

Cao et al[6]  for the first time define and solve the 

problem of multi-keyword ranked search over 

encrypted cloud data, and establish a variety of 

privacy requirements.  

In this scheme the documents and queries are 

represented in the form vectors of dictionary size. 

The elements in the vector are the normalized TF 

values. The “co-ordinate matching” is used to rank 

the documents. But in this scheme the importance 

of different keyword is not considered. 

 

g) Secure multi-keyword search 

Sun et al [7] describes secure multi-keyword search 

which support similarity search. In this scheme the 

searchable index tree is constructed by using vector 

space model. 

The cosine similarity with TF-IDF is used to find 

the relevant score between document and query 

vectors query vectors and results are returned in 

rank order. 

 This algorithm search time is better than linear but 

the results in precision loss.  

 

h) Secure kNN algorithm 

W. K. Wang [8] focuses on query processing over 

encrypted cloud database.  By using the k-nearest 

neighbor (kNN) query problem over encrypted 

database outsourced to a cloud: a user issues an 

encrypted query record to the cloud, and the cloud 

returns the k closest records to the user. To provide 

better security, they propose a secure kNN protocol 

that protects the confidentiality of the data, user’s 

input query, and data access patterns. Also, we 

empirically analyze the efficiency of their protocols 

through various experiments.  

III PROPOSED MODEL 

As shown in the fig.1 the system consists of three different 

entities Data owner, Data user and Cloud server. 
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Fig.1 Architecture of Semantic Secure Search  

 

 

Data Owner has a collection of documents F={f1,f2,…,fn}. 

He wants to store these documents on cloud storage in 

encrypted form keeping the capability of keyword search on 

encrypted data.  The data owner first builds a secure 

searchable tree index from the document collection. Then he 

encrypts these documents and index tree. And after that he 

outsources the encrypted documents C and index tree on 

cloud server. The key information (including keyword IDF 

values) are securely distributed to the authorized users.  

 

Data Users are authorized users to access the documents of 

owner. The user first generates a trapdoor TD with query 

keywords and secure key. User retries top k most relevant k 

encrypted documents from the cloud server. The retrieved 

documents are decrypted with the shared secrete key. 

 

Cloud Server stores data owner’s documents and 

searchable index tree. Upon receiving request form user, the 

cloud server searches over the index tree and finally returns 

the top k most relevant documents. 

 

IV DESIGN GOALS 

To enable semantic multi-keyword ranked search over 

encrypted cloud data under above model our system has 

following goals. 

 

Multi-keyword Search This search is like Google search 

over encrypted cloud data. The search results are more 

accurate than the single keyword search. 

 

Ranked Results To quickly identify most relevant results, 

the cloud server sort the results in relevant order. 

Search Efficiency The special search tree index and 

efficient search algorithms achieve better search efficiency. 

 

Privacy Preserving The underlying plain text documents 

and index tree is encrypted before outsourcing. The cloud 

server is unable to learn any information about the data.  

 

V  CONCLUSIONS 

In this scheme, a multi-keyword ranked search scheme over 

encrypted cloud data is proposed, which meanwhile 

supports semantic search. We use the vectors consisting of 

TF values as indexes to documents. Taking security and 

privacy into consideration, we employ a secure splitting k-

NN technique to encrypt the index and the queried vector, 

so that we can obtain the accurate ranked results and protect 

the confidence of the data well. 
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